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Abstract 
The mobile phone industry has established a large 
customer base market, providing a wide range of 
mobile applications from voice and data services to 
digital media such as digital music, video and mobile 
gaming. As content becomes more widely available in 
digital form, it becomes easier to share, distribute, 
manipulate and copy if it is not properly controlled and 
encrypted. This development has triggered the concern 
over the issue of Digital Right Management (DRM) 
that appears to be overlooked until recently. DRM is 
becoming increasingly important because it focuses on 
the protection of copyrighted data circulated via 
digital media. The awareness has motivated mobile 
phone manufacturers to invest and concentrate more 
on developing solutions to best protect the content of 
digital media on mobile devices which would benefit 
everyone involved in the market.   Therefore, this paper 
will address the issue of protecting the content of 
digital media in Symbian OS mobile phones.  It will 
analyse the features of Symbian DRM and TrustZone 
technology.  Then, it suggests how the adoption of 
these technologies can be used in a theme park 
entrance using a secured E-Pass stored on Symbian v8 
OS mobile devices 
.
1. Introduction 
Mobile phone is a ‘must’ have technology for 
everyone in the 21st century.  It has revolutionized 
beyond its initial development as a tool for voice 
communication to transmitting data services and 
recently, engaging itself to become a tool of digital 
entertainment. The marriage of PC and telecom 
networks has allowed the combination of data and 
voice services, offering more personalised and 
sophisticated services such as SMS text messaging, 
MMS or picture messaging, searching for real-time 
information, enabling a range of location-based 
services and mobile Internet.  The most popular mobile 
service is SMS with approximately 70 percent of 
mobile users adopted this service [2]. 
The latest mobile services that are gaining interests 
from younger generation are digital music and mobile 
gaming.  It is argued that digital music represents 
approximately 6 percent of overall music sales [3].  In 
2005, the number of single tracks downloaded has 
doubled from previous year to 420 million single tracks 
all around the world.  In the UK, 26.4 million single 
tracks were downloaded in 2005 as compared to only 
5.8 million in 2004.   In contrast, the sales of CD single 
and video games consoles are declining.  For example, 
in Japan, the use of i-mode mobile phones operating 
over the 3G networks has encouraged millions of 
subscriber to download songs and videos directly to 
their mobile phone [4]. 
Due to the fact digital content like digital music is 
easily available and widely access through digital 
devices including mobile phones, it becomes 
increasingly vulnerable to illegal and unauthorised 
activities.  This has raised the issue of Digital Right 
Management (DRM).  It signifies the concern over the 
exploitation of content of digital files.  Indeed, security 
has always been and will continue to be one of the 
greatest challenges pose by mobile devices particularly 
for content providers as digital media becomes 
increasingly popular.  In Western Europe, £7.6 billion 
were generated from the premium content [5].  
Therefore, it is crucial to address this issue in order to 
protect interests of every component in the industry 
including mobile phone manufacturers, network 
operators, content providers and also consumers. 
This paper presents an overview of existing 
Symbian version 8.0 DRM and TrustZone architecture. 
Then, it discusses how the two technologies can be 
employed to improve security of mobile phone services 
and concludes with an application example of digital 
E-Pass solution. 
2. Symbian version 8 and DRM 
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DRM technology is a key enabler for the 
distribution of digital content. With the demand for 
growth and success on mobile entertainment services, 
it is important to evaluate the existing DRM system.  
DRM is an abbreviation for Digital Right Management 
that defines the technical methods used to control or 
restrict the use of digital media content on electronic 
devices.  Due to the fact that the content of digital 
media can be easily duplicated and disseminated, it has 
threatened the viability and profitability of the media 
industry and has caused a serious breach of the 
copyright law.  In order to strengthen security of 
mobile devices and reduce vulnerability of digital files, 
Symbian has incorporated the DRM system into its 
operating system. 
In Symbian version 8 operating system, DRM 
License Manager is introduced to protect and allow the 
usage of rights enforcement for native applications. It 
consists of functions assisting the installation of 
protected applications and checking of usage rights. 
The protections mechanisms for applications differ but 
they share a common packaging process. The 
protection is based on the standard Open Mobile 
Alliance (OMA) Digital Rights Management which 
provides and establishes framework for content 
packaging, content distribution and rights management.  
This enables application developers to specify usage 
conditions for applications that are defined in the OMA 
DRM standard and can include count-based constraints 
and time-based usage constraints [6].  
Symbian DRM License Manager is implemented 
based on two principles namely application execution 
which is regulated through a license and protection of 
vital application data using encryption method.  The 
first principle works by executing an application 
through a license that must be presented and validated. 
The second principle suggests that it should increase 
the protection level due to encrypted application data 
[6]. 
Figure 1 shows how the application file is 
protected by packaging files using Protected 
Installation Package (PIP) that keeps all application 
files for the purpose of installation in DRM Container 
File (DCF) format. It can have more than one Data 
File, each contains vital program information and is 
encrypted upon installation zipped together with 
Definition File and SIS File. Definition file is a file 
containing information about the data files to be 
protected. DRM protection works in this scenario by 
transferring PIP file to the terminal as an OMA DRM 
file or as an OMA DRM message. This could be one of 
the chosen content distribution models, for example 
OMA Forward Lock, Combined Delivery or Separate 
Delivery [6]. 
However, like many other software solutions, 
encrypted files are still possible to be unscrambled and 
manipulated. Therefore, measures should be taken to 
improve security of the application files to protect the 
rights of content owners.  
In Symbian version 9, it is said that ARM ABI 
(Application Binary Interface) will be used which 
means ARM core architecture will allow Symbian OS 
to utilize the speed advantages offered by ARM chips. 
It will also support multimedia files, audio and video 
[6]. ARM microprocessor is capable of implementing 
TrustZone technology within the core hardware 
architecture [8].
3. ARM TrustZone technology 
Operating systems are by their very nature open 
and complex system and very difficult to secure. This 
makes the devices used as part of the mobile 
applications infrastructure vulnerable to many forms of 
attack. TrustZone introduces security structure by 
providing a separate secure domain to provide on-
device security protection to ensure data integrity. To 
PIP File (DCF Format) 
ZIP File 
SIS File 
Definition File  
Data File  
Data File  
Figure 1. Typical PIP file structure 
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systemize the implementation of secure systems, it uses 
a hardware-enforced security domain to the core 
architecture and memory system.  In other words, it 
isolates part of the chip architecture purely for secure 
information. It also disassociates system security from 
complex non-secure applications as illustrated in 
Figure 2 [8]. This means devices are capable of storing 
non-secure data and sensitive information separately 
within the secure domain in the structure. This can be 
deployed in the E-Pass employing DRM in Symbian v8 
OS and TrustZone solution. The later part of this paper 
will explain how TrustZone technology can be used to 
enhance security in mobile applications.
4. Technical overview of proposed 
solution 
It is anticipated that the integration of Symbian 
DRM and TrustZone architecture on ARM devices will 
improve security of mobile devices.  In this 
recommendation, the application installation process 
will be restricted.  Every time an application is 
installed, the DRM License Manager opens the 
protected PIP file using license file (OMA DRM Right 
object) that is stored in the TrustZone.  Then, it installs 
the SIS file that is contained in PIP file.  Finally, the 
DRM License Manager encrypts and stores any data 
file referenced properly in the PIP file in TrustZone. To 
ensure that the installation process is transparent to the 
user, the stages are integrated into the regular 
installation procedure.  
Figure 3 illustrates the recommended solution.  
Basically, the definition file, data file and the OMA
DRM Rights License file are stored in the secure 
environment. Vital application data file contains 
sensitive data related to application, for example data 
controlling the application logic, media files, games 
levels and many more. In the current Symbian DRM 
solution, this data is available in files format to be 
encrypted and protected.   In the proposed solution, the 
data is secured in the Trusted Code Base area adding 
secondary security level and therefore, maintaining the 
content originality.  Any attempt to modify the files for 
duplication purposes will be impossible and installation 
process will be incomplete. 
Another method of installing the application 
without having the right ownership and   license is by 
removing the license file checker.  In order to restrict 
this process, the license file checker is installed in the 
Trusted Code Base.  Any unauthorized activities will 
be denied because the license file checker is not 
accessible.  Only manufacturer will have the rights to 
alter or delete this file. Indeed, TrustZone coupled with 
Symbian DRM creates another layer of securing 
application on mobile phones. This will prevent such   
application to be copied and installed on other mobile 
devices by unauthorized parties. Only authorized user 
is able to install applications on mobile phones and 
additional installation of the application on multiple 
devices will be restricted unless granted by the mobile 
phone’s manufacturer and/or network provider. This 
will no doubt benefits the providers of digital media in 































Figure 2. TrustZone architecture 
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4.1 System implementation 
This section defines the stages of operation for the 
proposed model of an Electronic Entry Pass (E-Pass) 
system to purchase an entry pass to a theme park using 
the DRM Symbian v8 OS coupled with TrustZone 
technology for on-device security protection. The 
purpose of this solution is to give rights to user and 
theme park operator to acknowledge one another by 
having a fully trusted E-Pass on mobile phone core 
hardware.  
Figure 4. Structure of E-Pass system with Symbian 
DRM and TrustZone solution
A user browses the internet using a Symbian v8 OS  
mobile phone and selects a theme park and a preferred 
date. The E-Pass is a date-based and only valid for a 
specific date for a theme park visit therefore a proof of 
purchase must be easily identified for both user and 
theme park operator.  
Once the user agreed with the terms and conditions, 
the user then makes a payment using mobile phone. 
The process of sending the user’s information is done 
based on standard Internet security protocol, Secure 
Socket Layer (SSL) that applies standard 128-bit 
decryption over a wireless line. At this stage, the user 
sends the details to purchase the E-Pass to the theme 
park’s operator terminal. The user can make payment 
directly to his credit/debit card or billing the amount of 
the ticket purchased to user’s network provider or 
deduct user’s prepaid amount. 
Upon receiving the request of E-Pass from the user, 
the theme park operator then sends an encrypted E-
Pass electronically to the user. Then, the encryption 
key is sent to the operator by the user’s mobile phone.
The theme park operator sends an encryption key to 
TrustZone on the user’s mobile phone to enable the 
user to open ticket details. The operator should have a 
list of “trusted digital E-Pass(es)“ which is processed 
using mobile phones with TrustZone technology. This 
enables the protection of on and off-chip memory and 
peripherals from software attack. The security elements 
of the system are designed into the core hardware, 
therefore there is no issue of E-Pass being tampered 
[8]. Hence, E-Pass validity is undoubtedly original. 
By using the encryption key stored in TrustZone, 
the user can open and check the E-Pass details 
including unique E-Pass number, time and date of 
purchased, date of entrance and amount paid. Once the 
user satisfies and agrees with the information, the user 
sends acknowledgement to the theme park operator. 
The E-Pass details will be used in the encryption 
process in order for the merchant to create a new 
encryption key if required for validation. In this 
process, vital data such as unique E-Pass number is 
stored in the secure trusted code based TrustZone PIP 
file while others can still remain in OS. This process 
separates vital data and other application data. 
The user then, passes the encrypted ticket to get 
access into the theme park by connecting their mobile 
phone to the terminal available at the counter via 
infrared or Bluetooth. This verifies the digital E-Pass 
stored in the TrustZone. The operator then prints out 
the physical E-Pass/receipt to the user or provides an 
instant access to the E-Pass holder. 
E-Pass is maintained encrypted within the user’s 
mobile phone. The ticket details are still available and 
accessible and will enable the merchant to verify the 
encrypted E-Pass should they lost the information from 
their system.  
4.2 Potential benefits of proposed system
With the deployment of the TrustZone technology 
within a mobile phone, it is expected that the security 
of Symbian mobile phones will improve significantly 
particularly in the Symbian DRM content protection.  
At the moment, the only security that protects the 
Symbian DRM solution is dependent on the present of 
license and data encryption method.  By introducing 
the TrustZone technology within mobile phone 
hardware, it adds another layer of security that gives 
on-device protection. This solution protects sensitive 
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data within the mobile phone and secure the content of 
information on top of the existing Symbian DRM 
solution using PIP file infrastructure.   
License data stored in TrustZone within a mobile 
phone is reliable and is not alterable by the user or 
anyone because the way it is secured within the 
hardware itself. Unlike many encryptions security 
software in the market, TrustZone will not allow 
information kept in a mobile phone to be attacked by 
viruses and intruders to falsify the information. 
 The integration of Symbian DRM and Trustzone 
not only adds another layer of security but also remains 
transparent to the end user because the data is stored in 
a secure domain within the operating system. As this 
security protection happens in the background, user 
never sees the add-on security and gives no different 
whatsoever from user’s point of view. In addition, it 
will have no effect on the performance because the 
TrustZone works within the core hardware level.  
5. Conclusion 
As mobile phone penetration increases, mobile 
users are demanding a wider range of mobile services.  
As a result, mobile phone has become not only a tool 
for social communication but also as a device for 
personal digital entertainment. This has raised the 
concern over security of mobile services particularly, 
DRM.  This paper has discussed methods to provide 
better security in mobile devices by reviewing and 
implementing Symbian DRM and TruztZone solution 
in a theme park entrance using secured E-Pass. The 
integration of these two technologies will provide 
added on-device security protection. It will also reduce 
significant amount of losses by preventing illegal 
distribution and copies of digital media content. 
Indeed, the proposed solution will protect the rights of 
digital content owners and at the same time bring 
tangible and intangible benefits to all parties involved 
including consumers, network providers and digital 
media suppliers and distributors.  
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